TEACHINGTime N

Data Privacy

A Legal and Poli ide for School r
State and Federal Privacy Laws
Family Educational Rights & Privacy Act
PTAC Model Notification of Rights for Elementary & Secondary Education Services
PTAC Model Directory Information Novice (en espanol)
Children's Online Privacy Protection Act
Children's Internet Protection Act
Protection of Pupil Rights Amendment
PTAC Model General Notice of Rights
te and Federal Priv Law
Student Online Personal Information Privacy Act
Health Insurance Portability & Accountability Act
Ask Before You App- Future of Privacy Forum
What is Student Data
FERPA Resources

Establish a Process for Vetting Apps
Continue to Train

Student Data Privacy Scenarios

Dr. Finley Dissertation Topic

e RECOMMENDATIONS TO IMPROVE DATA PRIVACY, DATA SECURITY. AND ONLINE
BEST PRACTICES FOR TEACHERS AND STUDENTS AT ALMA SCHOOL DISTRICT

e Online Safety and More

Safety Considerations

e EdWeek: School Shooting Tracker
e Screen & Reveal Online Predator Statistics

Court Cases

e Recommendations and Guidelines Regarding the Educational Applications of

Social-Networking Technology Issued by the Arkansas Professional Licensure
ndar r

Pickering vs Board of Education(1968)

Keefe v. Geanakos (1969)
Kingsville School District v. Cooper (1980)
Krizek v. Cicero-Stickney Township HS (1989)

Stroman v. Colleton County School District (1992)
Murray v. Pittsburgh Board of Education (1996)

McKinney - Overland High School



https://cdn-files.nsba.org/s3fs-public/reports/Data_Security_Guide_5_Jan2017.pdf?G4UaLHlwi3zo6iSq94F.K.vSAaCmzb.y
https://dese.ade.arkansas.gov/Offices/research-and-technology/privacy-awareness/laws
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://studentprivacy.ed.gov/node/490
https://studentprivacy.ed.gov/node/428
https://studentprivacy.ed.gov/resources/model-notice-directory-information-en-espanol
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://www.fcc.gov/consumers/guides/childrens-internet-protection-act
https://studentprivacy.ed.gov/content/ppra
https://studentprivacy.ed.gov/node/491
https://dese.ade.arkansas.gov/Offices/research-and-technology/privacy-awareness/laws
http://www.arkleg.state.ar.us/assembly/2015/2015R/Acts/Act1196.pdf
http://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/
https://drive.google.com/file/d/19quQq3nTDvknyeEbDXTMsd2KcYIJJI43/view
https://dataqualitycampaign.org/wp-content/uploads/2016/03/What-Is-Student-Data.pdf
https://www.tasseltime.com/index.php/resources/?utm_source=tasseltime&utm_medium=data_privacy,+social_media&utm_campaign=social_mediadssafe/ferpa-resources
https://dese.ade.arkansas.gov/Offices/research-and-technology/privacy-awareness/step-3
https://app.peardeck.com/student/tbonkabkfnd-technology/privacy-awareness/step-4
https://studentprivacycompass.org/resource/scenarios-user-guide/
https://drive.google.com/file/d/1_iyChgIU2IJXYmX0au7Ml2hHJGzFy_AO/view?usp=sharing
https://drive.google.com/file/d/1_iyChgIU2IJXYmX0au7Ml2hHJGzFy_AO/view?usp=sharing
https://bit.ly/dataprivacyresources
https://www.edweek.org/leadership/school-shootings-this-year-how-many-and-where/2022/01
https://www.screenandreveal.com/online-predators-statistics/
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://1968yr.com/?p=143
https://casetext.com/case/keefe-v-geanakos
https://www.casemine.com/judgement/us/5914c4d3add7b049347d00db
https://law.justia.com/cases/federal/district-courts/FSupp/713/1131/1465767/
https://www.casemine.com/judgement/us/591486f4add7b049344dd942
https://law.justia.com/cases/federal/district-courts/FSupp/919/838/1581013/
https://sentinelcolorado.com/news/cherry-creek-cuts-ties-with-overland-math-teacher-accused-of-explicit-tweets/
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Snyder v. Millersville, 2008

Teacher fired for in ropri havior= Pennsylvani
Barrow County School District v. Payne

Ruling Goes Against Teacher

Teacher Fired for Beer Photos

Spanierman v. Hughes, 2008

Murmer v. Chesterfiel nt hool rd. 2
Craig v. Rich Township. High Sch. Dist. 2013

Munroe v. Cent. Buchs School District 2015

Mattingly v. Milligan Ark. 2011 Stray F Word and 14 Seconds of TikTok End Flagler
Teacher Abbey Cooke’s Storied 13-Year Career

o CONTROVERSIAL SOCIAL MEDIA POSTS BY PUBLIC SCHOOL EMPLOYEES RAISE
INTERESTING FREE-SPEECH ESTION

e Teacher fired for Facebook post

o She was reinstated after her suspension
e Kari MacRae Fired From Teaching Job In Hanover Over Social Media Posts
e Fox Newstory about Kari MacRae

Social Media Safety for Educators
4. Personal and professional email and/or social media accounts or pages shall be

kept separate. (Note: Please be mindful that information posted on “private” social

medi nts or m till have an im ton rpr ional

reputation.)

10. The PLSB does not recommend interactions with students and/or parents on
personal social media accounts or pages. If interactions do occur on personal
social media accounts or pages, be mindful of the following:
a. Perception is everything. What you post may be offensive or hurtful to
those who are viewing it and may damage the professional relationships
that you have with students, parents, and/or colleagues.
b. Know your district policies. Interacting with students on personal social
media accounts or pages may violate your district’s policies.
. Private is n Iw rivi Information m taken r personal
social media accounts or pages and shared without your permission.
2. Professional social media accounts or pages should be transparent. It is highly
recommended that professional social media accounts or pages remain accessible
to administration or the district desighee. Administrators or the designee should
regularly monitor professional accounts.
3. Parents/guardians shall be notified of the purpose of professional social media

accounts or pages and written permission shall be obtained prior to including
students on professional social media accounts or pages.

Z_Images, audio, or videos of any school activities or students should not be
iqgitally transmitt r streamed without prior written parental consent and/or
must adhere to local district policies.



https://files.eric.ed.gov/fulltext/EJ918606.pdf
http://mediashift.org/2008/10/teacher-fired-for-inappropriate-behavior-on-myspace-page289/
https://www.dmlp.org/threats/barrow-county-school-district-v-payne
https://www.ajc.com/news/local/ruling-goes-against-barrow-teacher-who-lost-job-over-facebook-posting/yhQhGPbZiYkH5HYjb34byJ/
https://www.good.is/articles/facebook-and-privacy-fired-for-beer-photos
http://mediashift.org/2008/10/teacher-fired-for-inappropriate-behavior-on-myspace-page289/
https://acluva.org/en/cases/murmer-v-chesterfield-county-school-board
https://caselaw.findlaw.com/us-7th-circuit/1651467.html
https://casetext.com/case/munroe-v-cent-bucks-sch-dist
https://casetext.com/case/mattingly-v-milligan
https://flaglerlive.com/177886/abbey-cooke/
https://flaglerlive.com/177886/abbey-cooke/
https://www.freedomforum.org/2020/06/29/controversial-social-media-posts-by-public-school-employees-raise-interesting-free-speech-questions/
https://www.freedomforum.org/2020/06/29/controversial-social-media-posts-by-public-school-employees-raise-interesting-free-speech-questions/
https://nypost.com/2011/03/13/facebook-vent-burns-teacher/
https://casetext.com/analysis/court-reinstates-nyc-teacher-fired-for-repulsive-facebook-posts-about-students
https://www.capenews.net/bourne/news/kari-macrae-fired-from-teaching-job-in-hanover-over-social-media-posts/article_d921781c-6a25-53f3-81d5-e48d14943b87.html
https://ms-my.facebook.com/AlexisMcAdamsTV/videos/massachusetts-teacher-fired-over-tiktok-videos-now-suing-districtkari-macrae-rec/215818004034047/
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
https://dese.ade.arkansas.gov/Files/20210210150048_Social-Media-Guidelines.pdf
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Social Media Resources

e SMACtalk R r
e Six Ways to Avoid Social Media Landmines

Taking photos and creating graphics:

e Deal Day Recording: Tips and Tricks for Taking Better Photos
e Using Canva for graphics: Pro account free for educators!

e Deal Day Recording: Learn How to Use Canva



https://dese.ade.arkansas.gov/Offices/research-and-technology/smactalk
https://www.nea.org/advocating-for-change/new-from-nea/six-ways-avoid-those-social-media-landmines
https://adesandbox.arkansas.gov/iframe?v=MjE2ZGJkNWMzNTRiYmI4NTA0ZTgwZjM4YzE2MGVkNGQ
https://www.canva.com/education/
https://adesandbox.arkansas.gov/iframe?v=Zjg4NTNkNjQzOTFiYzU4M2MxN2NlMjA0OTA0MTc2MmQ

